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Quo vadis
SLA?

— X

SLASs FCX'iS

...are essential elements of IT and cloud service contracts

...define quality levels, metrics, limits, roles, and responsibilities between providers and
customers

...are mostly bilateral and vary between cloud providers
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(1) Lead Service

Provider (2) Federated Cloud Services

Lead Provider

Quo vadis sLAs

S LA? ...are essential elements of IT and cloud service contracts

...define quality levels, metrics, limits, roles, and responsibilities between providers and
customers

...are mostly bilateral and vary between cloud providers

foCIs

Taxonomy




Quo vadis Challenges for SLAs in service federations F&IS
SLA?

:# 1) Different building 2) Heterogenous SLA
Hoj blocks are used in SLAs commitments |=Q
across different
providers

()
& 3) End-to-end monitoring 4) Automation of SLA “’ o
-— (]

& enforcement management
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Taxonomy
Overview

One Solution: A Taxonomy for SLAs

|
|
|
...organizes and structures knowledge on SLAs
|
...determines key building blocks of SLAs
...comprises so-called dimensions and characteristics x
|
...helps to classify SLAs

...can be used to compare SLAs

Taxonomy



* DIMENSIONS

* capture the shared and abstract characteristics of the objects (here: SLAs) being classified

» capture the building blocks, key elements, and important properties of SLAs in a
standardized manner

e e.g., “Covered Services” in SLAs

* CHARACTERISTICS

» describe specific aspects of objects for a given dimension
* e.g., name, functionality, non-functional attributes for “Covered Services”

Taxonomy



. Service Level Agreement

Dimension 1

Dimension 2

FOCIS

One Solution:

A Taxonomy for SLAs

- A specific SLA can be described and classified by selecting
fitting dimensions and corresponding characteristics

— Provides a “blueprint” of SLA components
— Help organizations define, compare, and manage SLAs

consistently
— A starting point for harmonizing SLAs in cloud ecosystems

Taxonomy



Developing a Taxonomy for SLAs

1. Workshop with Cloud Providers 03/2025

First-hand insights into cloud service SLAs and quality commitments.
Deriving the first candidates for dimensions and characteristics (especially for commitments).

2. Review of Academic Literature on Cloud SLAs

Review of two prominent academic databases to expand on findings from the workshop.

3. Review of Industry Cloud SLAs & Standards

Review of ~ 30 cloud SLAs, including more than 250 services.
Review of relevant industry standards, including ISO/IEC 19086 & I1SO/IEC 25020

4. Workshop with Cloud Providers & Consumers 06/2025

Validating and extending findings from customers’ perspectives.

5. Refinements in Three Digital Round Tables

Presentation and refinement of interim taxonomy versions in three digital roundtables (05/2025 & 07/2025)

6. Alignment with Legal Team from Fieldfisher

Alignment of the taxonomy with the SLA Governance Playbook to form the FACIS SLA Governance Framework

Taxonomy
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FACIS SLA TAXONOMY
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Outlook Automation:
Fostering machine-
readability of SLAs
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FACIS SLA Taxonomy

M Description of Dimension Key Characteristics

(1) Foundation: Setting the Stage for the SLA
Covered Services Detailed definition and description of the services (NOT)

name, functionality, non-functional attributes, pricing model

covered by the SLA.
Interdependency of Definition of the service's dependencies on upstream or individual service SLA, cross-service SLA (intra-provider), cross-provider SLA
Services downstream services and their sub-providers. (inter-provider)

(2) Service Level Objectives: Determining Commitments

Service Level Objective Commitments that a cloud service provider makes for a availability, performance, capacity, elasticity, data protection & management,

(SLO) specific, quantitative or qualitative characteristic of a cloud information security, reliability, accessibility, customer support, governance,
service. change management, termination of service, sustainability, interoperability,
customizability, useability, maintainability

Service Level Indicator An attribute, parameter, or scale associated with a service that quantitative: interval scale, ratio scale; qualitative: nominal scale, ordinal scales
SLI is used to specify or determine a certain quality of the service.

Commitment Framing Defines the tone of SLO/SLI and how providers’ efforts to positive tone (achievement-focused), negative tone (prevention-focused), best-
comply with them are framed. effort framing

(3) Monitoring: Measuring Compliance with Commitments
Measurement Metric Standard of measurement that defines the conditions and the

information, expressions, parameters, measurement rules, results, uncertainty
rules for performing the measurement of an SLI and for
understanding the results of a measurement.

(4) Enforcement: Claiming Compensation in case of (Non-)Adherence to Commitments

The timeframe over which the service quality will be measured vyearly, quarterly, monthly, daily, hourly, on incident
and corresponding results then reported to the audience.

Compensation for the customer if the cloud provider fails to service credits, refunds on charges, service termination, other forms of
meet a specified SLO. compensation

(5) Automation: Foster| achine-Readability of SLA

All taxonomy dimensions,
characteristics, and descriptions will

Machine-readable A language, ontology, or related mechanism for transferrin WSLA, WS-Agreement, SLAng, SLAC, RBSLA, SLA*, CSLA, SLALOM, SSLA, q .

el 2 & & £ be available to the public soon.
Language SLAs into machine-readable representations. knowledge graphs, rSLA, blockchain smart contracts, WSDL, SLAaas...
Tool Support for Determine whether and what type of tool is available to use none, freeware tool, open-source tool, proprietary tool Taxonom
Language the language for SLA modelling. Y
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* Each SLA requires certain information as a minimum to set the stage

for the SLA and corresponding commitments

I However, we discussed & observe that most SLA fail to provide
e ©ssential foundations

Taxonomy

Foundations:
Harmonizing SLA

Cloud SLA

Covered Services
Involved Parties

1
2.
Stage Y 3. Definition of Terms !
4.
5

Setting the

Interdependency of Services
Roles & Responsibilities of
Involved Parties

6. Validity Period & Change
Management
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Each cloud provider

* uses natural language to describe service levels (= ambiguity)

* makes different commitments to achieve specific service levels

* use different metrics to assess compliance with their commitments

Cloud Service Customer

ey

Description: % of uptime
relative to total time

Commitment > 99.99%

CLO: Uptime A

requirements

oD

l Commits to

Description: % of successful
transactions relative to total
transactions

Commitment > 99.99%

SLO: Uptime B
J \_

\

J

| Commits to

characteristic

Cloud Service A

characteristic

Cloud Service B

Cloud Service Customer

'
Commitment > 99.99%

L SLO: Uptime_001

I Commits to

Commitment > 99.99%

SLO: Uptime_001
“

J

I Commits to

characteristic

Cloud Service C

characteristic

Clouod Service D

standdrdized

100%(1 -
downtime/totaltime)

ratio:percentage

Metric: Uptime_001

foCIs

Taxonomy

Service Quality Commitments

Service Quality
Commitments

)

SLOs
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RECOMMENDATION:

Commitments need to be standardized & harmonized

A standardized 3-layered hierarchy of terms & concepts:

Service Level Objective (SLO): Commitments that a cloud service provider makes for

a specific, quantitative or qualitative characteristic of a cloud service

1..n SLIs determine what is measured to fulfill a specific SLO.

Service Level Indicator (SLI): Attribute, parameter, or scale associated to a service

that is used to specify a certain quantitative or qualitative service characteristic

1..n Metrics determine how to measure an SLI.

Metric: A set of parameters, expressions, and measurement rules to measure a

specific SLI

Taxonomy
Recommendation | Service Quality Commitments



RECOMMENDATION:
Commitments need to be standardized & harmonized

Service Level Objective (SLO): Commitments that a cloud service Availability:

provider makes for a specific, quantitative or qualitative We ensure that the service is

characteristic of a cloud service accessible and usable upon demand.

1.n| SLIs determine what is measured to fulfill a specific SLO.

Service Level Indicator (SLI): Attribute, parameter, or scale Uptime: S _
Percentage of time in a given period that

associated to a service that is used to specify a certain o .
the cloud service is accessible
quantitative or qualitative service characteristic and usable (e.g. 99.99%).

1.n | Metrics determine how to measure a SLI.

total service time — total time not available

Metric: A set of parameters, expressions, and Uptime percentage = —
‘ total service time

measurement rules to measure a specific SLI

Taxonomy



RECOMMENDATION:

Commitments need to be standardized & harmonized

A Standardized Set of Service Level

Objectives (SLO)
Availability Performance  Capacity
Data Information Reliability
Protection &  Security
Management
Customer Governance Change
Support Management
Sustainability Inter- Custom-

operability izability

Maintain-
ability

Recommendation | Service Quality Commitments

Elasticity

Accessibility

Termination
of Service

Useability

(SLI)

Qualitative Indicators

nominal scales that do not have a natural order
or ranking (e.g., service region: us-east, eu-central,
ap-south)

ordinal scales that categorize data with a
meaningful order, but the intervals between
categories are not uniform or known (e.g., priority

level of support: “Basic”, “Standard”, “Premium”)

Quantitiave Indicators

ratio scales that refer to numeric scales with
equal intervals and a true zero point (e.g., uptime
percentage: e.g., 99.0%)

interval scales that refer to numeric scales with
equal intervals between values but no true zero

(e.g., response time guarantees)

A Repository of Service Level Indicators

Taxonomy



Taxonomy

Commitment
Monitoring

Information

Measuring

Expression

Compliance with
Commitments

Parameter

Measurement Results

~1 A 1 1 1 T |

Information and meta-data about the metric.

The expression, equation, or method of the calculation

and supporting information.

A set of specific parameters that relates to the cloud
service characteristic and is used to perform the
calculations based on the expression.

Constraints to which a measurement conforms and to

ensure reliable results.

An approximate measurement result of a cloud service

characteristic based on the metric.

hi

hi

.

Focis

Name of the metric, e.g., “mean time between failures (MTBF)"

Assigned SLI, e.g., operation reliability percentage

Total Operational Time
MTBF =

Number of Failures

Total operational time

Number of failures

Define what counts as a “failure”
Exclude planned downtimes
Define the observation period (e.g., hours, days)

If a system runs for 1,000 hours and experiences 4 failures during that
period: MTBF = 250 hours

comparable metrics in the joint SLAs are
important to consumers

Taxonomy



Measuring Compliance with Commitments

* Each SLA should report the metrics used to measure SLOs

* We suggest a blueprint for defining metrics in a transparent & comprehensive
manner

* Further meta-data for each metric and measurement operation is recommended!

Responsibility

* Provider
e Customer
¢ Third Party

Boundaries

e Internal
monitoring

e External
monitoring

Timing
¢ Proactive
e Reactive

Invasiveness

* Active
® Passive

Taxonomy
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Focis
* SLAs determine remedies (e.g., service credits) as compensation available to the
customer in the event the cloud provider fails to meet a specified SLO

Taxonomy

Enforcement

Dealing with
Non-Adherence
of Commit-
ments

K



m
Focis
* SLAs determine remedies (e.g., service credits) as compensation available to the
customer in the event the cloud provider fails to meet a specified SLO

Taxonomy
Enforcement ST mmmmm e ]
I Event & I
4 B : Monitoring :
Dea I | ng Wlth « Who PES8iIble R How do you claim a remedy What is the minimum Until which date?
foridentifying cases and what are specific information?

Non-Adherence

e Typically: 1 month

 |mpacted service

ncnonsih ng?

Ciaim ‘irigcer Claim Prorass &
Of CO mm it- R Ek Customers’ Llsin: Coatent Claim Deadline
. esponsivliity Responsibilities
; : . Ming & auratlio
ments (provider, third advance, have paid all . Resolution

party) invoices, etc. mechanism applied

—
N\
\\ Taxonomy




Taxonomy

Enforcement

Dealing with
Non-Adherence
of Commit-
ments

K

Event &
Monitoring
Information

Claim Trigger
Responsibility

— o -

Claim Process &
Customers’
Responsibilities

limiting the total
amount of
compensation
limiting the time
to spend

Claim Content

scheduled
outages
Force majeure

Focis

Claim Deadline

“good faith”

Taxonomy



Taxonomy

Automation

Towards
automated

SLA

Management

T\

[oimension ______IpescriptionofDimension ________________lKey char

istics

1) Foundation: Setting the Stage far the SLA

red Services Detailed definition and description of the services (NOT)
covered by the SLA.
Interdependency of Definition of the service’s dependencies on upstream or
d their sub-pe 3

name, functionality, non-functionalatiributes, ricing model

iidual service SUA, cross-serviee SLA. (intra-provider], cross-provider SUA

B B SN Commitments that a cloud service provider makes for a
specific, quantitative or qualtative characteristic of a cloud
service.

A attribute, parameter, or scale associated with a service that
U s used to specify or determine a certain quality of the service.

Defines the tane of SLO/SUI and how providers’ eflorts to

comply with them are framed

I

3) Monitaring: Measuring Compliance with Commitments.

2) Service Level Objectives: Determining Commitments

availabilty, performance, capacity, elasticny, data protection & management,
informatien security, relibility, accessibility, customier support, governance,
change mansgement, termination of service, sustainabillty, interoperabilty,
custo

izability, usesbility, maintainsbility
quantitative: interval scale, ratio seale; qualitative: nominal scale, erdinal scales

positive tone . negative tone i best

effort framing

Standard of that defines the canditions and the

farmation, parameters, rulls, results, uncertainty

rules for performing the messurement of an SUI and for

understanding the results af a measurement.

nsa jor
The timeframe over which the service quaty will be measured
and correspanding results then reported to the audience.
Campensation for the customer if the cloud provider falls to
et 3 speified S0

d. SLA
A language, ontology. or related mechanism for transferring

early, quarterty, monthly, daily, hourly, on incident

service credits, refunds on charges, service termination, other forms of
compensation

WSLA, WS-Agreement, SLAng, SLAC, RESLA, SLA®, CSLA, SLALOM, SSLA,

SLAS into h
Determine whether and what type of tool Is available to use
the language for SLA modelling

ige graphs, rSLA, blockehain smart contracts, WSOL, SLAaaS.
none, fresware tool, opan-source tool, progrietary tool

e A Gorerk SUA Tomplates

1. Definitions

[ ———

|
\and
* FACIS SLA Governance Framework provides the basis for machine- FQ IS

readable SLA templates for federated service ecosystems

Taxonomy
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