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Challenges

• Modern aircraft must share real-time data 
with partners

• Regulated envrionment with highest 
security standards

• Resilience under limited or no connectivity

The Problem Statement

Federated Ecosystem with Zero Trust Architecture

Airbus Operations GmbH‘s AXIS – Aero 
Concept for Cloud Information Services – 
project connects aircrafts as „flying edge 
devices“ to an IPCEI-CIS compliant 
infrastructure. 



The aviation industry is currently facing a complex 'security 
versus connectivity' dilemma. While digital transformation 
requires seamless data exchange, every connection point 

introduces a potential cyberattack vector.

Federated Ecosystems with Zero Trust Architecture can 
help to address this challenge. This framework is based on 

the principle of "never trust, always verify" and defines 
operational collaboration and security.



Shift Towards A Next Generation Continuum

Today clouds are organized 
in technology silos

Next generation of 
cloud & edge mesh 

Variable, flexible & scalable

will 
evolve
to…



Federated Ecosystem 
Overview



Aviation Federation – 
AXIS (Airbus) as FACIS PoC



Federated Approach 
FACIS PoC



The ZTA Approach

IPCEI: Important Project of 
Common European Interest

• Identity-centric verification

• Micro-segmentation

• Continuous monitoring and least 
privilege

• Dynamic policy enforcement



Learn More About Zero Trust Architecture

For more 
information 
please visit: 

facis.eu
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